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Among the many Linux distributions in the world, Kali is one of the most advanced. It has been developed for specific purposes, such as intruder testing It is and auditing security, and has a range of tools for hackers (optical). You can also see the second part of this article with 30 more hacker tools that can be used in Kali LINUX. The distribution,
formerly known as BackTrack, was created, developed and launched by the Offensive Security team in 2006, and quickly became popular with IT security professionals. Change of the Name action, other changes were made in the system. Today discontinued BackTrack was based on Ubuntu, while Kali in turn is based on Debian. Therefore, we can
consider that one is the evolution of the other. A great differential of Kali Linux It is your native tool Directory to run multiple tests 4 it's over 300. This without counting the system It is free, stable, reliable and can be supplemented by a vast amount of applications developed by third parties. The focus of this post It is precisely to address the tools
with which the Kali system administrator can count to perfect the security mechanisms within the company. To use these tools you must have KALI Linux installed, you can download our installation guide It's here. Ready to start? So, let's go to what matters most! 27 tools for hackers supported by Kali Linux The selection of tools has been divided into
categories that are briefly explained. Thus, it is easier to understand the features of each and how they can be applied. Information Collection and Vulnerability Analysis (Information Gathering and Vulnerability Analysis) As best developed, any software product contains bugs. Some of them keep they are hidden and they do not bring enquanto outros
afetam na performance ou, pior, abrem brechas para que ameaA§Aas venham a explorar os dados confidenciais armazenados no sistema de uma empresa. Nesse contexto, a coleta de informaA§AApAes (information gathering) colabora por meio de levantamentos mais detalhados sobre o sistema, assim como seus recursos, dados do servidor,
histA3Arico de navegaA§AA£Ao, estruturaA§AA£Ao da rede etc. Essa medida de monitoramento A©A utilizada para que os hackers tenham uma base de informaA§AApAes satisfatA3Aria para iniciar a modelagem de ameaA§Aas (threat modeling) e, posteriormente, realizar testes de ataque (simulaA§AApAes). Por sua vez, as anAjAlises de
vulnerabilidade (vulnerability analysis), como o prA3Aprio nome jA;jA diz, sAfAo a utilizaASAA£Ao de ferramentas que executam a anAjAlise de vulnerabilidades em todo o sistema. O resultado de uma anAjAlise dessa natureza permite, por exemplo, que todos os riscos que a rede estAjA sujeita a sofrer sejam mapeados ou reportados em relatA3Arios,

elencando todos os pontos fracos que necessitam de correA§AApAes. Quais sA£Ao as ferramentas mais indicadas para essas atividades? Confira 5 delas logo abaixo: 1. Nmap Sem dA2Avidas o Nmap A©A uma das principais ferramentas free open source utilizadas pelos hackers, muito utilizada para detecA§§A§Ao de redes, anAjAlises e auditorias de
seguranA§Aa. Em suma, o Nmap A©A considerado essencial para levantar detalhes de informaA§AApAes especAAficas em qualquer mAjAquina ativa. Para compreender suas numerosas funcionalidades, o prA3Aprio site oficial disponibiliza um guia gratuito (em inglA2As). 2. Social Engineering Toolkit TambA©Am conhecido como SET, o Social
Engineering Toolkit A©A desenvolvido para auxiliar em testes de penetraA§AAf£Ao contra elementos humanos. Que estA£Ao inseridos no ambiente de seguranA8Aa do alvo, levando em consideraA§AA£Ao0 que as pessoas costumam ser o elo mais fraco nos sistemas de seguranA8Aa. 3. DNSenum O DNSenum A©A uma ferramenta para levantamento de
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Main features of this tool are the corrective in use, help content that can be saved, rather Active community and the fact that it is totally free of paid versions. 5. Vega Focusing on web contact, Vega is a free, open source, graphical interface solution developed in Java, whose specialty is to verify vulnerabilities and testicles. Two major Vega
differentials compared to most of the tools are your run scan for quick tests to detect errors and vulnerabilities and the fact that the tool is expandable thanks to its Javascript API. Some applications from See Vulnerability Scanner are: Detection of errors; Cross Site Scriping (XXS); Website crawler; Content analysis; SQL Injection. It is also worth
mentioning that the Vega interface is very capable and easy to use. 6. Wireshark Finally, we have Wireshark, which, although it is the last tool mentioned in the topic, is one of which we can consider necessary for Kali Linux. This is because Wireshark allows the user to analyze the network and get rich details to know what is happening at the time.
They are manufactured through some tools such as capturing, analyzing and processing real-time packages, importing and exporting files and synchronized protocols. Password Violation (Password Attack) Also known as password cracking (offline attacks) or password guessing (online attacks), violation of supposed (password attack) is a practice
made through programs, algorithms and techniques of the most diverse types — dictionary attack, rainbow table, brute force and others — with clear purpose of user discoverers. The main issues to work with the protection of information about defects and login are: 1. THC Hydra THC Hydra is a free and online tool — orWorks on attack like
Password guessing, consisting of the capture landing from attempts to rapidly perform Dictionary Dictionary (Passwords) or raw force to test registration required tie / login. A highlight of THC Hydra is support for more than 50 protocols, such as HTTP, FTP, Mail, SSH, Database, etc. Downloading can also be done at the terminal with command: sudo
apt-get install Hydra 2. John the riot either by the creative name (even awarded) or by its applications, John the Ripper (JTR ) Is one of the latest password cracking tools (recovery process or controlled complement, from the point of view of cryptoonanis) and has free and pro versions. Like THC Hydra, JTR uses gross and dictionary forction attack,
scanning the data contained on the computer. But the difference is that John acts against offline attacks. 3. Pass the hash tool kit This tool is used by invaders to hit the hash of a validated by the vain and uses it to access systems without the need for application of password guess € a € "which, depends on the length of usual, may require more time
because of the science of the login. That is, the invader obtained access to a private environment without at least saber. However, when Pass the Hash Toolkit is used for good, as its tools can be applied to perform testcles and defense mechanisms against this type of attack. Reverse Engineering (Reverse Engineering) Reverse Engineering is a whole
motto that consisted of an object studies, whether it is hardware or software in order to disrupt it to analyze each component or element. This activity can be of great fabric in terms of security, as it makes it possible to find out how the object was manufactured, shines a range of other tips Ease of recovery of resources that can be better). Now let's go
to the 3 reverse tools you can use at Kali Linux: 1. Apktool with Apktool, the user can work with reverse engineering by decoding resources in their almost original forms and reconstructing them by applying some planes. All this doing the Smali Country Debug. Apktool's applications as a hacker tool is a great means of new features, results and
improvements of an application. 2. DEBUGGER IMMUNITY Debugger immunity can be used to write exploits a € "part of a program of programming to acquire bug advantages in an a €” and analyze malware. Its resources as a debugger can be expanded to python, realize that the synchronized usual in python straight from the command bar a €
"which has a remote vest a €” or even use the language to create functions grat blast jFicas. One of the greatest virtues of the immunity debugger is the fact that it is light, that is, it does not contain many CPU resources. This contributes directly to a vulnerabilities dwarf. Note: You will need wine to install this tool on Kali Linux. 3. Radare2 Radare is
a project developed since 2006 to reach its second versions (Radare2). Today the software is considered a complete framework for financial files. It brings a set of small tools that can be used together or synchronized by just scanning command lines. aspect of the interesting Radare?2 is that the evidence of the commands vary according to the purpose
of the application. For example, the Radare command is the acquired right, which allows you to open any type of file in any source, among many other more detailed functions. The Raivan Command extracts information from executing files of function, such as PE, Java CLASS and MACH-0O. Wireless Attack Protect the wireless network It is one of the
biggest concerns of the system administrator. Kali Linux already provides native solutions to help fight this type of intrusion, however, it is possible to optimize with other tools such as:e 1. Aircrack-ng Aircrack-ng has as specialty protection and detection Wi-Fi (Wireless) network threat due to the tools for WEP/WPA/WPA2 cracking & configuration It
is false access points, package capture, wireless password cracking, among others. On the official website, the user has access to information (on his Wiki) and excellent support, provided via forum by the community, which assists in solving problems. 2. Fern Wifi Cracker This tool too It is developed in Python and is designed to crack and recover
keys of WEP/WPA/WPS types, perform security audits, and also perform attacks - gross or partition - based on wireless or Ethernet networks. However, there are some prerequisites (some integration tools) for Fern Wifi Cracker to work on Kali Linux: Aircrack-NG; Python-Scapy; Python Qt4; Python; Subversion; Xterm; Reaver (for WPS attacks);
Macchanger. 3. Bully Bully is a program written in language C and serves to implement WPS attacks of gross force, recognized for the good use of memory, CPU resources and for offering good menu options. According to the developers, the features of Bully were tested under various situations, including with different configurations, and presented
great results. An observation It's important It is that, to install Bully, it is necessary to have installed in your Kali Linux the Wiirea¢s Pixiewps, a software also written in C language to carry out crude force attacks offline on the WPS keys exploring access point failures. Network Sniffer and IP Spoofing The so-calledThey are software programs capable
of capturing the TRALEAGE that somehow goes through a particular network. A good sniffer tool will collect data from all possessable sources and display them for usual. The spoofing tools are extremely £ o Afa aths to combat IPS usurpa, in which the invader replaces the IP address of the computer that It is referring packages by an IP from another
mother, managing to send anonymously sending packages. 1. Darkstat Darkstat has a simple, porinity, which is to analyze in the background and to display status data. Web interface. That is, the users access the information from the browser. Among the disposable resources in the Darkstat, we can emphasize the inputs of inputs and departures of
the servers' trendly trend, as well as the protocols and doors used; all arranged in grain reports. 2. Metasploit count on a set of hacker and frameworks that can be used for various purposes: that is exactly what the Metasploit proposed, following the offensive security philosophy inserted. No Kali Linux. Virtually every tool that the user needs to
explore vulnerabilities in even those surrounding the tremous network. that is the metasploit. 3. VPNBook Also known as virtual private networking (VPN), VPNBook uses advanced encryption advanced techniques to promote security in the Train. internet. That is, by creating VPN servers the tool ensures an online environment and less likely to suffer
from attacks. Reporting Tools basically, tools that allow the generation of detailed reports from various types of diagnoses. 1. Magicree the magicree is a desktop application that provides usuAjArio diversos modelos de relatA3Arios de produtividade coletados em testes de penetraA§AA£Ao. Uma caracterAAstica A©A que os dados sAfAo armazenados
e estruturados em uma estrutura de AjArvore flexAAvel a ponto de novas adiA§AApAes nAfAo interferirem nem um pouco nas existentes, alA© Am de facilitar a identificaASAA£Ao dos dados com o uso de cores. 2. Dradis A funA§AA£Ao do Dradis A©A similar a do MagicTree, porA©Am, as ferramentas em si apresentam muitas diferenA§Aas. A
comeA§Aar pelo cA3Adigo aberto escrito em Ruby do Dradis ¢AAA o cA3Adigo do MagicTree A©A fechado, restringindo a ampliaA§AA£Ao de suas funcionalidades. Outra diferenA§Aa primAjAria A©A que o Dradis A©A uma aplicaA§AA£Ao web. Quanto A As funcionalidades, destaca-se a importaASAA£Ao de descriA§AApAes sobre vulnerabilidades a
partir de fontes externas, como OSVDB e MediaWiki. Forense (Forensics) A computaA§AA£Ao forense tem como objetivo realizar anAjAlises cientAAficas para investigar incidentes. Esses programas sAfAo destinados a peritos, ou seja, profissionais que tA2Am um grande conhecimento tA©Acnico. 1. Dumpzilla Esta aphcaA§AA£Ao desenvolvida em

Python e A©A capaz de extrair diversas 1nformaA§AApAes dos navegadores Firefox, Iceweasel e Seamonkey para anAjAlise forense, como: cookies; downloads; histA3Arico; bookmarks; addons ou URLSs utilizados; senhas salvas no browser; certificados SSL adicionados como exceA§AA£Ao, entre outros. 2. Volatility O Vilatility A©A um framework
desenvolvido em Python e distribuAAdo sob licenA§Aa GNU (General Public License), que contA©Am uma coleA§AA£Ao de ferramentas de cA3Adigo aberto para extraA§AAfAo de arquivos digitais a partir de amostras da memA?3Aria RAM. Em outras palavras, o framework introduz aos profissionais a extraASAA£Ao de artefatos digitais contidos em
amostras de memA?3Aria volAjAtil. Quando os artefatos sAfAo identificados, eles sAfAo fornecidos em uma plataforma dedicada A A AjArea de pesquisas. As ferramentas para hackers disponAAveis para o sistema Kali Linux proporcionam inA°Ameras vantagens ligadas A A seguranA§Aa. Elas podem servir de complemento ao sistema, assim como uma
soluAS§AA£Ao robusta, como o pfSense. O resultado serAjA uma linha de defesa praticamente imbatAAvel quando bem administrada. Esperamos que tenha gostado das ferramentas que apresentamos aqui e que faA§Aa bom proveito delas, seja para aplicar no ambiente de trabalho ou aprimorar suas habilidades como especialista em Linux. O

conteA2Ado foi A2Atil? EntA£Ao selecione suas armas para montar um excelente mecanismo de defesa e nAfAo deixe de compartilhar essas dicas nas suas redes sociais! sociais!
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